SERVICE PROVIDER SECURITY ASSESSMENT QUESTIONNAIRE (SPSAQ)

Instructions: (1) Attach additional pages or documents as appropriate and make sure answers
cross reference to the questions (and subsections) below. (2) As used in this Questionnaire, the
phrase “Government Information” and “information systems” shall have the meanings defined in
the clauses titled “Definitions” and “Information Security-Definitions, respectively, in Attachment
D.” (3) This Questionnaire must be read in conjunction with both of the following two clauses (a)
“Service Provider Security Assessment Questionnaire — Required” in the Solicitation, and (b)
“Service Provider Security Representation” in Attachment D. (4) You must complete a separate
questionnaire for each Lot you bid on unless the answers to all of the questions are the exact
same for all Lots.

1. Describe your information security and privacy policies and procedures that ensure access to
Government Information is limited to only those of your employees and contractors who require
access to perform your proposed Work.

2. Describe the information security and privacy policies, procedures and practices in place to
provide for the physical security of data centers and other sites where Government Information
will be hosted, accessed or maintained.

3. Describe information security and privacy safeguards that are in place to prevent
unauthorized use, reuse, distribution, transmission, manipulation, copying, modification, access
or disclosure of Government Information.

4. What information security and privacy controls are in place to detect security breaches? What
system and network activity are logged? How are audit logs maintained?

5. Describe your disaster recovery and business continuity plans.

6. What information security and privacy safeguards and practices are in place to vet your
employees and contractors who will have access to Government Information?

7. Describe and explain your privacy and security policies and procedures as they relate to your
use of your contractors and next-tier sub-contractors.

8. How will Government Information be managed after contract termination? Will Government
Information provided to the Contractor be deleted or destroyed? When will this occur?

9. Describe your incident response policies and practices.
10. Will Government Information be encrypted at rest? Will Government Information be

encrypted when transmitted? Will Government Information be encrypted during data backups,
and on backup media? Please elaborate.



11. With respect to each Lot for which you are bidding, list any privacy and information security
related standards, certifications, auditing reports, legal requirements, benchmarks, or regulatory
frameworks that you (and not a parent, subsidiary nor other Affiliate) currently have, meet,
satisfy, maintain or which you have received or achieved, that demonstrate adequate privacy
and security controls and assurance requirements are in place to provide for the confidentiality,
integrity, and availability of all Government Information and the information systems used to
process, store, transmit, and access all Government Information. Please list such information in
accordance with the following categories:

11.1 Statutory/Regulatory Requirements, Certifications or Standards such as
HIPAA, FISMA, CJIS, FedRamp, StateRamp, FERPA, GLB, Sarbanes-Oxley Act, Graham-
Leach-Bliley Act, GDPR, IRS Publication 1075, IRC Section 6103(p)(4)(26 U.S.C. Section
6103(p)(4)), FCRA, FACT Act: Fair and Accurate Credit Transaction Act, and FTC: Regulations
promulgated by the Federal Trade Commission collectively known as the “Red Flags Rule”
found at 16 CFR 681;

11.2 Industry-Specific Requirements, Frameworks or Certifications such as PCI-
DSS, HITRUST Common Security Framework, and ISO 27799 (defines information security in
health informatics);

11.3 International Security Standards such as ISO/IEC 27001, ISO/IEC 27002,
ISO/IEC 27017, ISO/IEC 27018, and ISO/IEC 31000; and

11.4 Technical Frameworks, Standards or Benchmarks such as NIST Cybersecurity
Framework (CSF 2.0), NIST SP 800-53, NIST SP 800-171 and SOC 2 (System and
Organization Controls 2)

12. For each item listed paragraphs 11.1-11.4 above:

12.1  If your compliance or certification has been verified by an independent, accredited third-
party (whose accreditation was administered by the issuing body for the certification or
standard), provide a copy of such verification/report from the third party. If you are unable to
provide such verification/report, provide: (a) a brief explanation as to why such information
cannot be provided; and (b) as much detail as possible regarding: (i) the scope of the
verification/report to ensure it covers the specific Lot and all future Work to be bid upon by the
Offeror, (ii) the sufficiency of the accreditation issued by the issuing body, (iii) the effective
period of such certification; and (iv) the relevant standard (if there are options such as low and
high).

12.2 If the administering body of a particular standard, certification or other framework does
not have a formal accreditation process for independent third-party evaluators as provided
immediately above, but such standards can and have been verified by independent, third parties
via a SOC type Il or Ill audit or similar, well recognized, independent reporting standard in the
industry, provide a copy of such report. If you are unable to provide a copy of such report,
provide: (a) a brief explanation as to why such report cannot be provided; and (b) as much detail
as possible regarding: (i) the scope of the assessment to ensure it covers the specific Lot and
all future Work to be bid upon by the Offeror, (ii) the independence, skill, experience and
expertise of the third party, (iii) the effective period for such third party report; and (iv) the
relevant standard (if there options such as low and high).



12.3  If compliance with any of the items in subsections 11.1-11.4 above are self-assessed by
the Offeror or another Affiliate, please provide a copy of the corresponding report. If you are
unable to provide a copy of such report, provide the information in subsections 12.2(a) and (b)
with respect to the self-assessment. In particular, include information demonstrating the scope
of the report includes Offeror and all of Offeror’s security controls and information systems used
to perform the Work.

12.4 For each item listed in paragraph 11 above, confirm the Offeror will keep these
reports/certifications in place for the duration of the Framework Agreement at the same or a
higher level of security.

12.5 For each item listed in paragraph 11 above, confirm whether or not you will timely
provide the Government with the future versions of the applicable compliance certificate / audit
report for the duration of the Framework Agreement.

12.6 To the extent any of the information described in paragraphs 1 — 10 above is not within
the scope of the requirements, certifications, standards or frameworks listed in paragraphs 11.1-
11.4 above, describe in detail what is not within the scope of the items listed in paragraph 11.1-
11.4.

13. Identify any third party which will host or have access to Government Information.

Offeror’s response to this questionnaire includes any other information submitted with its Offer
regarding information or data security.
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