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	1.	Security
	

	i. Please explain the security built into the software to protect data.
	

	ii. If SIS (Student information system) or PII (Personal identity information) data is sent outside our environment is the data encrypted at rest and in transit?
	

	iii. How is data uploaded to your environment?
	

	iv. What are the firewall port requirements?
	

	v. Do you have specific IP’s that can be matched to firewall rules?
	

	vi. For full functionality of your solution do any existing systems at OCTC need to be exposed through the firewall? (Such as LDAP to make SSO work)
	

	vii. Is the system in a shared environment or will OCTC have a dedicated system or instance of your solution?
	

	2.	 Solution’s Provider Database
	

	i. Explain how the data is stored and secured within the database.
	

	ii. What database software is used and are the security patches applied regularly if the DB is integrated into the product?
	

	3.	System Requirements
	

	i. What are Server Hardware and Software Requirements for the software?
	

	ii. What is the typical topology of a server deployment?
	

	iii. What are the client hardware and software requirements?
	

	iv. If the client is browser based what other software or browser plugins are needed?
	

	v. What browsers are supported?
	

	vi. Do you support the release channels for Internet Explorer, Firefox and Chrome?
	

	vii. Do you support VMware ESX for server deployments and VMware view for clients?
	

	viii. Do you support Microsoft Hyper-V for server deployments?
	

	4.	3rd Party Integrations
	

	i. Describe the technical method in which your solution integrates with Colleague and how data is retrieved.
	

	ii. Explain the security used within integrations.
	

	iii. What are the plans in supporting future versions of this product?
	

	iv. Describe the method of integration and how data is moved in and out of the D2L system?
	

	v. Also, what security is used to move the data?
	

	5.	Physical Security
	

	i. Contractor must be able to provide OCTC with a list of personnel who have access to the environment if requested.
	

	6. Disaster Recovery
	

	i. Disaster Recovery plans must be provided to the Chief Information Officer, Manager of Infrastructure Services, and /or Manager of Administrative Systems.
	

	ii. In the event of a Disaster, the Contractor must have a secondary site available to transfer services as quickly as possible. Services should be unavailable for no more than for one day upon the transfer. OCTC will be notified at least 48 hours prior to transferring services back to the primary site.
	

	iii. The Contractor must test the DR Plan at least once a year. OCTC must be notified at least 5 business days prior to testing of the DR Plan if it will impact normal service.
	



