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POLICY: The South Carolina Department of Juvenile Justice (SCDJJ) will comply with the
provisions of Title II of the Health Insurance Portability and Accountability Act (HIPAA). SCDJJ
will protect the privacy and security of individually identifiable health information contained in
youth files as required by law. Specifically, SCDJJ will comply with all HIPAA requirements by
giving youth an opportunity to review the HIPAA notice and request restrictions on the disclosure
or use of protected health information. SCDJJ will only use or disclose youth’ protected health
information with authorization or in compliance with the legal exceptions. SCDJJ will provide for
youth rights involving control over their protected health information. All employees will receive
training as part of initial employee orientation. Employees failing to comply with the requirements
of HIPAA will be subject to the Progressive Employee Discipline, Policy 228.

DEFINITIONS:

1. HIPAA: A federal law that requires covered entities to adopt and implement policies and
procedures protecting the confidentiality and privacy of individually identifiable health
information.

2. Covered Entity: An entity identified under HIPAA to which the law applies. This includes
a health plan, a health care clearinghouse, or a health care provider that creates, uses, or
discloses health information protected under HIPAA. SCDJJ is a covered entity.
Additionally, under the law, SCDIJJ is considered a business associate of other covered
entities because the Department assists other entities in a way that involves the use and
disclosure of protected health information.

3. Individually Identifiable Health Information: Health information, including demographic
information that is collected from an individual and created or received by a covered entity
and identifies the individual or can be used to identify the individual. The information
relates to the individual’s past, present, or future physical or mental health or condition,
the provision of health care to them, or the payment for the provision of health care.

4. Protected Health Information (PHI): Individually identifiable health information that is
transmitted in electronic form, or transmitted or maintained in any other form, written or
oral communication. Health information that does not identify an individual and from
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which there is no reasonable basis to believe that the information can be used to identify
an individual is not protected health information.

Disclosure: The release, transfer, provision, access to, or divulging in any other manner of
protected health information outside SCDJJ.

Use: The sharing, employment, application, utilization, examination, or analysis of
protected health information within SCDJJ.

Business Associate: An entity who on behalf of the covered entity performs or assists in
the performance of a function or activity involving the use or disclosure of PHI or provides
a service for the covered entity that involves the disclosure of PHI.

PROCEDURAL GUIDELINES:

A.

Notice of Privacy Practices

1.

SCDIJJ will maintain a Notice of Privacy Practices (Form 600A) that complies with
current HIPAA privacy regulations. A copy of the current SCDJJ Notice of Privacy
Practices will be posted on the SCDJJ website, at each SCDJJ County Office, and
any other SCDJJ location where youth are housed or served. SCDJJ will make this
Notice available upon request to any person who requests a copy of the Notice.

SCDJJ will revise and distribute this Notice when there is a material change to the
uses or disclosure, the youth’s rights, SCDJJ’s legal duties, or other privacy
practices.

Community staff will provide youth and their parents/guardians with a copy of the
current SCDJJ Notice of Privacy Practices during the intake process. Staff will
review the provisions of the Notice with the youth and his/her parent/ guardian and
will ensure that the following provisions are clearly explained to the youth:

a. the right to access his/her protected health information;

b. the right to request certain restrictions on any disclosures of protected health
information,;

c. the right to request changes to his/her protected health information;

d. the right to request an accounting of certain disclosures of his/her protected

health information;
e. the right to complain about agency privacy practices; and

f. SCDIJ’s responsibilities to make only lawful and/or authorized uses and
disclosures of his/her protected heath information under HIPAA.
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4. The County Case Manager will obtain the youth’s signature on the Notice of
Privacy Practices form acknowledging receipt and review of the Notice. If the
youth is under the age of 16, then the Case Manager will obtain the parent/
guardian’s signature on this form acknowledging receipt and review of the Notice
of Privacy Practices. If staffis unable to obtain signatures, staff will note the reason
on the Notice form.

5. The County Case Manager will file a copy of the signed Notice of Privacy Practices
in section 2 of the youth’s permanent file in the SCDJJ County Office and will
forward a copy of the form along with the Evaluation/Commitment/Transfer
Checklist information to the appropriate facility when a youth is committed to the
custody of SCDJJ.

6. If the County Case Manager is unable to complete the above procedures prior to
the youth’s commitment to SCDIJJ custody, Intake personnel at the SCDIJ
Evaluation Centers will present the youth with the Notice and will obtain the
youth’s acknowledgement.

B. Privacy Officer Roles and Responsibilities

The SCDJJ Information Security and Privacy Officer is responsible for the development
and implementation of policies and procedures related to HIPAA and for compliance and
complaint processes. The Information Security and Privacy Officer will receive and
respond to all written requests to amend, inspect, or restrict access to a youth’s records.
The Information Security and Privacy Officer will serve as a resource for further
information about HIPAA.

C. SCDJJ Divisional Implementation

Each division or section will develop and implement local procedural guides necessary to
meet HIPAA requirements for the use and disclosure of protected health information that
they create, receive, or maintain.

D. Workforce Training:

1. The Staff Development and Training Department will provide current HIPAA
training to all SCDJJ employees, interns, or volunteers who may come into contact
with Protected Health Information in the course of their assigned duties. The
HIPAA Privacy Officer and the Division of Legal Services will approve the training
curriculum.

2. All new employees, volunteers, interns, and non-covered contractors will receive
HIPAA training as part of the New Employee Orientation. The HIPAA Privacy
Office/Officer and the Division of Legal Services will approve the training
curriculum.
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3. When policies and/or procedures relating to HIPAA and/or handling of Protected
Health Information are updated, all staff, volunteers, contractors, etc. that are
affected by the changes will be trained in the new policies and/or procedures within
a reasonable period of time.

4. Documentation of this training will be retained for a minimum of 6 years.
Disclosure:

Protected Health Information can be used and disclosed pursuant to the provisions in
SCDJJ Policy 124, Confidentiality and Release of Youth Information.

Privacy Complaints

Any individual who believes the rights granted by HIPAA privacy regulations or any other

laws dealing with privacy and confidentiality have been violated will be provided the

SCDIJJ Privacy Practices Complaint (Form 600B) and instructed that they may file a written

complaint with the Department through the Juvenile and Family Relations Department.

Requests to Access Protected Health Information (PHI)

Any individual has the right to inspect and obtain a copy of all or part of his/her PHI.

Individuals will be instructed that all requests to access PHI must be in writing using the

Rights Related to Protected Health Information (Form 600C) and submitted to SCDJJ.

Requests to Amend PHI

1. Any individual has the right to request amendments or changes to his/her PHI or a
record in which PHI is contained. Individuals will be instructed that all such
requests must be in writing using the Rights Related to Protected Health
Information (Form 600C) and submitted to SCDJJ.

2. Any requests for amendments must be acted upon within 60 days.

Requests to Restrict Disclosures of PHI

1. Individuals have the right to request the restriction of the use and disclosure of their
PHI. If SCDIJJ agrees to this restriction, then SCDJJ is bound by the agreement.

Some disclosures may not be restricted.

2. Individuals have the right to request confidential communication by alternative
means (e.g., sending PHI to another address).

3. Individuals have the right to designate who they authorize to receive their PHI.
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4. Individuals will be instructed that all such requests must be in writing using the
Rights Related to Protected Health Information (Form 600C) and submitted to
SCDJJ.

J. Requests for an Accounting

1. Individuals have the right to an accounting of all disclosures of their PHI by SCDJJ
in the 6 years prior to the request, except for certain listed disclosures (contact
Nurse for list of disclosures). Individuals will be instructed that all such requests
must be in writing using the Rights Related to Protected Health Information (Form
600C) and submitted to SCDJJ.

2. SCDJJ will maintain an account of disclosures of PHI within a youth’s file as
required under Policy 124. This accounting will be maintained for at least 6 years
from the date of disclosure.

K. Employee Sanctions

Violations of the provisions of HIPAA or this policy will be treated as an offense under
Item 60 in SCDJJ Policy 228, Progressive Employee Discipline. Employees will be
sanctioned accordingly.

L. Mitigation of Harmful Effects from Unauthorized Use and Disclosure

1. SCDJJ will be responsible, as practicable, to mitigate harm regarding a known
violation of SCDIJ policies and procedures on the use or disclosure of PHI by a
member of the SCDJJ’s workforce or by a business associate in accordance with
the HIPAA Privacy Rule.

2. Mitigating circumstances include conditions that would support reducing the
sanction in the interest of fairness and objectivity. SCDJJ will mitigate, to the extent
practicable, any harmful effect that is known to be the result of the use or disclosure
of PHI in violation of HIPAA regulations.

M. Business Associates

All contracts entered into by SCDJJ must be examined to determine whether a business
associate relationship exists between the parties to the contract, and if PHI is used or
disclosed. If so, a further analysis of the purposes for any uses or disclosures of PHI will
be examined to determine whether a Business Associate Agreement is required under
HIPAA.

N. Refraining from Intimidating or Retaliatory Act

All SCDJJ employees and representatives will refrain from intimidating, threatening,
coercing, discriminating, or retaliating action against any individual who:
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1. Exercises his/her rights under the HIPAA privacy regulations, up to and including
the filing of a complaint for misuse of PHI to the Secretary of the Office of Civil
Rights.
2. Testifies, assists, or participates in an investigation, compliance review, or
proceeding.
3. Opposes any act or practice made unlawful by the Privacy Rule, provided the

individual or person has a good faith belief that the practice is unlawful, and the
manner of the opposition is reasonable and does not involve disclosure of protected
health information in violation of the Privacy Rule.

0. Documentation

SCDJJ will maintain the required policies and procedures in written and electronic form
and will maintain written or electronic copies of all communications, actions, activities, or
designations that are required to be documented under the regulations for a period of 6
years from either the date of creation or the last effective date, whichever is later.

RELATED FORMS AND ATTACHMENTS:

Form 600A, Notice of Privacy Practices

Form 600B, Privacy Practices Complaint

Form 600C, Rights Related to Protected Health Information

REFERENCED POLICIES:
124, Confidentiality and Release of Youth Information
228, Progressive Employee Discipline

SCOPE:
This policy applies to all employees, volunteers, contracted vendors, facilities, offices, and
programs that have access to or maintain youth records.

Unless specifically exempted, this policy covers all youth records created, received, or maintained
by SCDJJ that include Protected Health Information. Protected Health Information includes (but
1s not limited to) the health information contained in SCDJJ records such as youth medical records,
classification records, clinical records, evaluation reports, placement packages, youth
classification files, birth certificates, psychiatric and psychological evaluations.

Exclusions include:

J Education records covered by the Family Education Rights and Privacy Act

. SCDJJ employment records

STANDARD OPERATING PROCEDURES:
The following sections are required to have standard operating procedures with detailed guidelines
for HIPAA information related to their area:
. Strategic Operations
> Information Technology
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° Office of Fiscal Affairs

o Division of Education and Workforce Development
) Division of Rehabilitative Services

> Health Services

> Professional and Clinical Services
TRAINING REQUIREMENT:

All SCDJJ staff are required to review this policy within 30 calendar days of its publication.

UPDATED:

January 20, 2022, “juvenile” changed to “youth” where possible

August 12, 2021, Changed Originator to Information Security and Privacy Officer

October 13, 2020, Changed SCDJJ Privacy Officer from Records Manager to Information Security
and Privacy Officer

February 27, 2019, Title/name changes, policy/form number changes, and formatting

September 12, 2018, Agency and policy reorganization

December 22, 2020, Agency areas of impact have been added to the header




