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1. Office of Cybersecurity (OCS) Deliverables 

The following deliverables are required by and shall be delivered directly to OCS. Any questions about 
the format or content of these deliverables shall be directed to OCS. 

1.1. D-032 – System Security and Privacy Plan (SSPP) 
 

Delivery Provision Due per approved project schedule, but not less than 100 days before 
the application enters production (defined as approval of User 
Acceptance Test (UAT.))* 

Updated every 365 days and whenever significant changes to the system 
that affect security.   

Delivered directly to the Office of Cybersecurity (OCS). 

Description The SSPP documents the description of managerial, technical, and 
operational security controls. 

Expected Deliverable 
Content 

* If production data (including PHI/PII/SSA) is used for UAT, this date 
will be moved to 100 days prior to use of any production data. 

Vendor must use an SCDHHS OCS SSPP template, complete using 
SCDHHS approved formatting and governance to document system 
security and operating controls to ensure that the design and 
implementation of the services delivered contain such controls, 
processes and procedures that meet or exceed federal, state and 
agency standards and guidance, whereas the most stringent will be 
used for compliance measurement. Information about the use of a 
template by the vendor will be provided by OCS prior to start of work 
for this deliverable. 

Vendor must provide to OCS any new, updated, or removed 
Memorandums of Understanding/Memorandums of Agreement, 
Letters of Intent, Computer Matching Agreements, or similar 
Agreements that specifically describe the PHI/PII covered and 
specifically enumerate the purposes for which the PHI/PII may be used 
by Third parties. 

Deliverable Format Tools and/or templates as identified by OCS. 

1.2. D-033 – Information Security Risk Assessment (ISRA) 
 

Delivery Provision Due per approved project schedule, but not less than 100 days before 
the application enters production (defined as approval of User 
Acceptance Test (UAT)). 

Updated every 365 days. 

Delivered directly to the Office of Cybersecurity (OCS). 
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Description The ISRA contains a list of threats and vulnerabilities, an evaluation of 
current security controls, their resulting risk levels, and any 
recommended safeguards to reduce risk exposure. 

Expected Deliverable 
Content 

* If production data is used for UAT, this date will move to be 100 days 
prior to use of any production data. 

Vendor must use an ISRA template, completed using SCDHHS approved 
formatting and governance to show the system risks in the context of 
Acceptable Risk Controls for Affordable Care Act (ACA), Medicaid, and 
Partner Entities (ARC-AMPE) control RA-3 or the most recent CMS 
security framework for state Authorizing Entity’s use, whichever is 
more recent. 
Information about the use of a template by the vendor will be provided 
to OCS prior to start of work for this deliverable. 

Deliverable Format Tools and/or templates as identified by OCS. 

1.3. D-034 – Privacy Impact Assessment (PIA) 
 

Delivery Provision Due per approved project schedule, but not less than 100 days before 
the application enters production (defined as approval of User 
Acceptance Test (UAT)).* 

Updated every 365 days. 

Delivered directly to the Office of Cybersecurity (OCS). 

Description The intent of the Privacy Impact Assessment (PIA) is to ensure the 
Vendor is assessing compliance with applicable legal, regulatory, and 
policy requirements and accounting for the Agency required privacy 
program and information systems that collect, use, disclose, and/or 
retain Personally Identifiable Information (PII). 

Expected Deliverable 
Content 

* If production data is used for UAT, this date will move to be 100 days 
prior to use of any production data. 

Vendor must use a SCDHHS approved PIA template to submit the PIA. 
Information about the use of a template by the vendor will be provided 
from OCS prior to start of work for this deliverable. 

Deliverable Format Templates as identified by OCS and/or Privacy Office. 

1.4. D-035 – Disaster Recovery and Business Continuity (DR/BC) Plan 
 

Delivery Provision Due per approved project schedule, but not less than 100 days before 
the application enters production (defined as approval of User 
Acceptance Test (UAT)).* 

Updated every 365 days. 
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 Delivered directly to the Office of Cybersecurity (OCS). 

Description Vendor must provide to OCS a detailed Disaster Recovery and Business 
Continuity (DR/BC) Plan designed to minimize any potential disruption 
to operations. This plan must be approved by SCDHHS prior to 
deployment and is to be modified with approval as circumstances 
warrant. 

Expected Deliverable 
Content 

* If production data is used for UAT, this date will move to be 100 days 
prior to use of any production data. 

This plan must: 

• Be tested periodically, at schedules agreed upon by the Vendor 

and SCDHHS, with a written report to SCDHHS. It will be the 

Vendor’s sole responsibility to maintain adequate back-up to 

ensure continuous operations. 

• Include procedures for accessing necessary electronic 

Protected Health Information (ePHI) in the event of an 

emergency; continue protection of ePHI during emergency 

operations. 

• Contain all necessary documentation e.g., process flows, 

technical diagrams, functional design documents, etc. 

The Vendor must: 

• Support a Recovery Time Objective (RTO) and Recovery Point 

Objective (RPO) that are consistent with SCDHHS requirements. 

• Propose a schedule for testing the Disaster Recovery Plan 

before and after deployment and included in the project 

schedule. 

• Have geographically diverse operations to minimize impact in 

the event of a disaster. 

• Provide a plan to return operational status to normal in the 

event of a disaster. 

• Describe recovery processes, including requirements for 

communication plans and redundant or stand-by hardware, 

software, and staffing. 

• Describe provisions to support interim manual operations 

during recovery. 

SCDHHS welcomes the Vendor to propose Disaster Recovery/Business 

Continuity as a Service where the Vendor’s solution can be integrated 

with other SCDHHS DR/BC requirements, systems, and teams. 

Deliverable Format 
The DR/BC plan can be in any format where a standard Windows Office 

suite can read the file(s). 
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1.5. D-036 – System Design Document 
 

Delivery Provision Due concurrently with the System Security and Privacy Plan (SSPP) 
deliverable. 

This document is to be reviewed, updated, and delivered every 365 
days and as changes occur to the environment. 

Delivered directly to the Office of Cybersecurity (OCS). 

Description Delivery based on roles to trainees in advance of UAT and Deployment. 

Expected Deliverable 
Content 

Vendor must provide the information system, system component, or 

information system service to provide design and implementation 

information for the security controls to be employed, which shall 

include: 

• Security-relevant external system interfaces at sufficient detail 
to understand the existence, purpose, and use of all such 
interfaces, 

• Source code and hardware schematics; and 

• High-level design documentation at sufficient detail to prove 
the security control implementation, 

• This document is to be reviewed, updated, and delivered every 
365 days. 

Deliverable Format The SDD can be in any format where a standard Windows Office suite 
can read the file(s). 

1.6. D-037 – Audit/Assessment/Testing Results and Plan of Action & Milestones 
 

Delivery Provision Within 30 calendar days of the completion of the final reports/results. 

Delivered directly to the Office of Cybersecurity (OCS). 

Description Results of Information Security (IS) internal/external audits/review, 
assessment, and test any Plans of Action & Milestones (POA&Ms) that 
are created as a finding or observation must be included.  

Expected Deliverable 
Content 

Vendor must provide the results of Information Security (IS) 
internal/external audits/review, assessment, and test within 30 
calendar days of the completion of the final reports/results and 
include any resulting POA&Ms 

Deliverable Format Results can be in any format where a standard Windows Office suite 
can read the file(s). 

 


