Healthy Connections >.

ATTM 011

Delivery of Automated Systems for
Healthcare (DASH) Program

Consolidated Deliverables Management
List (CDML)



Consolidated Deliverables Management List (CDML)

Healthy Connections >.

Table of Contents

1. INTRODUCGTION ....uiiiiiiiinnnniiiiiiiiemsmsiiissiitssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsnnsssssss 1
2. PROJECT DELIVERABLES ........ccoottttttniiiiiiiietnnneisissiieessssssssssisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsnnsssssss 2
2.1, D-001 — VENDOR STAFF MANAGEMENT PLAN ...t 2
2.2. D-002 — QUALITY ASSURANCE IMANAGEMENT PLAN ..ciiiieie ettt ettt e e e e e e e e e e e e e e e 3
2.3. D-003 — CONFIGURATION IMANAGEMENT PLAN .. it ieie ettt ettt e e e e e e e e e ae e e e e se e e e e e e e e e e e e ee e 4
2.4. D-004 — DEVELOPMENT METHODOLOGY DOCUMENT «.eiiieieieie e e ettt ettt ee et e e e e e e e e aeaeee e e s e s e e e e e aeae e e ee e e eeaeee e 5
2.5. D-005 — REQUIREMENTS TRACEABILITY MATRIX (RTIM) 1.cuuviiiiieeiee ittt sttt sttt st st saee et saeee e 6
2.6. D-006 — FUNCTIONAL DESIGN SPECIFICATION (FDS) ...uuvrieiiiieeeiiieeeeeiteeesteeesiteeeestee s esnaeeeseteeeesseneesennneeesnsenaans 6
2.7. D-007 — TECHNICAL DESIGN SPECIFICATION (TDS) .eeeiuviiiiiiieeeeiteeeeeiteeeeteeesseteeeestaeeesnaeeessseeeesnsseesensaneessseeaans 8
2.8. D-008 — INTERFACE CONTROL DOCUMENT ....ciie ittt e e e e e e e e e e ee e e e e e e ee e e e e e e e e e e ee e s 9
2.9. D-009 — DATA ANALYTICS SPECIFICATION ..eieeieieieieieieeeeeieeeee e eeeeeeee e e e e e e e e eeaeseeeeeseseseeeeeeaeeseseseeesesesasesesesasasesesaaens 10
2.10. D-010 — RELEASE MANAGEMENT PLAN ..ot e e e 11
2.11. D-011 — DEPLOYMENT PLAN 1.t iiie et e e e e e e e e e e e e e e e e aeae e e e e e e eeeeas 12
2.12. D-012 — SYSTEM ADMINISTRATION DOCUMENT ..cetteiiettitieeeeeesitttteeeeesssstntreesesssassssssessessssssnssessesssssssnsseseeessennns 13
2.13. D-013 = USER IMIANUAL .cettttieeietitteeeesesstttteeeesesstseteeeesessnsaaeeeaeesssassssseeaeessassssssaneessssssnssensesssssssnssnneeessennns 14
2.14. D-014 — SYSTEM INTEGRATION TEST PLAN ....ttttieeeieiietitteeeeessseitereeeeesssssssseeeeessssssssseseeessssssnssessesssesssnsseseeessennns 14
2.15. D-015 — SYSTEM INTEGRATION TEST SUMMARY REPORT ...eiiiiiiiitiiiieeeeeisiittreeeeessssnneseeeeessssssnssessesssssssnsseneesssenns 16
2.16. D-016 — ACCESSIBILITY TEST SUMMARY REPORT ...iiiiiiieiiieiei ettt ettt ettt e e e e e e e e e sese e e e e aeae e e ee e e ee s 17
2.17. D-017 —END-TO-END INTEGRATION TEST PLAN ..ot ii i 18
2.18. D-018 — END-TO-END TEST SUMMARY REPORT ....cciiiiiiiieieieieieee ettt ettt et et e e e e ee e eeee e e e e e e seee e e eeaeaeeeeeeaee e 20
2.19. D-019 — PERFORMANCE TEST PLAN .eeetiiiiiitiitieee e e eiittteee e e e ssitereeeeessseiantreeaeeesssssneseseesssesssnsseseesssessnsseseesssennns 20
2.20. D-020 — PERFORMANCE TEST SUMMARY REPORT ......uuuttiiieeeeeiriirrreeeeesssasrsreeseessssssnsseseesssssssnssessesssssssnsseseesssennns 22
2.21.  D-021— USER ACCEPTANCE TEST (UAT) SUPPORT PLAN ...c.uuttiiieiiieectieeeeeiteeeetteeestteeeesntaeessnnneeesnseeesnnsneesnnnnnas 23
2.22.  D-022 — OPERATIONS AND MAINTENANCE (O&IM) PLAN ....uuvtiiiiiiieeciiee e ettt e eeeee ettt eeesatr e e sennaeeesnseeesnsaeeennnnnas 24
2.23. D-023 = HELP DESK PLAN ... e e e e e e e e e e e e e e e ee e e ee e s 25
2.24. D-024 — DATA CONVERSION PLAN .. .ot 26
2.25. D-025 — DATA CONVERSION IMAPPING RULES ...ciiieieieeeie ettt ettt ettt ettt e e e e e e e ee e e e e e e e ae e e ee e e ee e 28
2.26. D-026 — DATA CONVERSION VALIDATION SCRIPTS AND TEST RESULTS REPORT....cceiiiiieiiieieieee e 29
2.27. D-027 — FINAL DATA CONVERSION REPORT....uttteeeieiiutrereeeeeessenerereeseessssssssseesesssssssssessesssssssssssssesssssssnsseseesssennns 29
2.28. D-028 — VENDOR TRAINING PLAN ...ettiiiiiiiitiitieeeeeiieiitieeeeesssentaereeeeesssssssseeseessassssssensesssssssssessesssssssnssesesessennes 30
2.29. D-029 — TRAINING IMIATERIALS ....vvvvreeeeeeeiutrereeeseessesuseteeeessssassssseesessssssssssesseessasssssessesssssssnssessesssesssnsseseeessensns 31
2.30. D-030 = TRAINING DELIVERY ...iiieieieieeiie ettt ettt ettt ettt e e e e e e e e e e e e e e e e e e e e e s e e e e e ee e e seseeeeeaeaeeeeeeeeaeens 32
2.31. D-031 —TURNOVER PLAN ..ttt e e e e e e e e e e e e e e ee s e e e eeaeaeeeeeeeeeeeas 32
2.32. D-032 — VENDOR FEDERAL CERTIFICATION PLAN .. .ciiiieie ettt ettt e e e e e e e se e e e e e e ee s 33
3. OFFICE OF CYBERSECURITY (OCS) DELIVERABLES .......ccccetttttteeiieeeeeeeeeeeeeesessesssssssssssssssssssssssssssssssssssssssssssssnns 34
3.1. D-033 — SYSTEM SECURITY AND PRIVACY PLAN (SSPP) ..eeiieiieeecttiee ettt e tee et e e e stae et e e e e e e 34
3.2 D-034 — INFORMATION SECURITY RISK ASSESSMENT (ISRA)....eeeierieeeeiiieeeiieeessteeeeetreeeeneeeeeseveeeesnreeeeneneesnnnaeas 34
3.3. D-035 — PRIVACY IMPACT ASSESSMENT (PIA) 1. ietiieeeiiie ettt e ettt e e ettt e et e e et e e e stae e e sntaeeesnsaeeesnsteeeennseeesnnnnnas 35
3.4. D-036 — DISASTER RECOVERY AND BUSINESS CONTINUITY (DR/BC) PLAN ...ecovviiereecereecreecree e ereeeveeeveeeveeeanee s 35
3.5. D-037 — SYSTEM DESIGN DOCUMENT «.iieeeeiieie ettt ettt ettt e e e e e e e e e e e e e e e e e e e e e e e e e s e e e e e aeaeeeeeeeeeeeas 37
3.6. D-038 — AUDIT/ASSESSMENT/TESTING RESULTS AND PLAN OF ACTION & MILESTONES. ....ceeeeuvereiiereeeeireeeeesneeeessnnneas 37

V.15.0



Healthy Connections )
Consolidated Deliverables Management List (CDML) ¢

1. Introduction

The South Carolina Department of Health and Human Services (SCDHHS) defines a deliverable as a
quantifiable good or service that will be provided during the Project Lifecycle. The following deliverables
are included as part of the Consolidated Deliverables Management List (CDML) applicable to SCDHHS
vendors for system implementation projects. The deliverables listed herein are the expected minimum
list for SCDHHS Vendor contracts.

Unless otherwise specified within the individual deliverable, any updates to a deliverable after the initial
submission and SCDHHS’ approval will be communicated minimally on an annual basis.

The Delivery of Automated Systems for Healthcare (DASH) program is responsible for the successful
planning and implementation of the various modular Medicaid components that together comprise the
enterprise Medicaid Management Information System (MMIS). DASH has established project
management standards, plans, and controls to be used as a framework for management of these
projects.

Project-based deliverables are documented, monitored, measured, and reported via the SCDHHS
defined project management processes. Deliverables identified in “Section 2 — Project Deliverables” are
submitted to the DASH (Delivery of Automated Systems for Healthcare) program using DASH approved
formats/templates. Deliverables identified in Section 3 - Office of Cybersecurity (OCS) Deliverables are
delivered to OCS using OCS approved formats/templates.
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2.

2.1.

Project Deliverables

D-001 - Vendor Staff Management Plan

Delivery Provision

Due per approved project schedule no later than the end of the Initiate-
Planning Phase

Each plan is subject to vendor review and update at a minimum one-
year interval or as requested by SCDHHS

Description

The purpose of the Vendor Staff Management Plan is to outline the
vendor’s staff management approach, methodology and the tools used
to define, manage, verify, monitor, control, and report staff-related
components of the project.

Expected Deliverable
Content

The Vendor Staff Management Plan shall describe:

e How project personnel are estimated, obtained, managed,
retained, and eventually offboarded

e Planning and estimating processes to identify the necessary
vendor roles needed

e Management of staff turnover and retention, including
contingency plans for replacing a subcontractor

e Transition planning for key roles, including the approval process
for any changes to key roles

e Vendor organizational information, including an organizational
chart for the project

e Astaffing plan that identifies the staffing levels required for the
duration of the contract:

o Alist of all labor resources identifying each person who will
be assigned, including any subcontractors

o Theroles and responsibilities of all staffing resources

o The number of dedicated full-time employees and the
percentage of each staffing resource’s time needed in each
phase

o Estimated hours per resource. Specify how long each
resource will be needed for each phase of the project

o Definition of skills needed for each staffing resource
o Matrix of necessary skills/roles for each resource

e Vendor expectations for SCDHHS resources with required skill
sets and specified durations for project activities

Deliverable Format

The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
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high-level diagrams shall utilize Excel and Visio. The deliverable shall be
created using the template for DASH Plans.

2.2. D-002 - Quality Assurance Management Plan

Delivery Provision

Due per approved project schedule no later than the end of the Initiate-
Planning Phase

Each plan is subject to vendor review and update at a minimum one-
year interval or as requested by SCDHHS

Description

The Quality Assurance Management Plan details the approach, method,
processes, activities, and any tools that the vendor will use to
independently examine, review, and assess project delivery processes.

This plan shall describe the approach to measuring the quality of work
being performed, assessing compliance, and incorporating continuous
improvement across the project delivery area.

Quality Control (QC) activities will be described in the appropriate test
plans and not in the Quality Assurance Management Plan.

Expected Deliverable
Content

The Quality Assurance Management Plan shall describe the following:

Quality Assurance Approach defining the approach that will be
used to manage quality assurance across the project, the
required planning to implement the approach, and the
applicable quality standards utilized in the approach

Roles and Responsibilities identifying the resources and their
responsibilities for this plan to support Quality Assurance
activities across the project

Activities the vendor will complete to ensure a quality
deliverable such as management actions, quality reviews,
quality audits, corrective actions, etc.

Systems and Tools describing what applications, repositories,
and tools will be used on the project to support QA activities

Metrics describing how, throughout the life of the project, the
vendor will collect measurements and analyze quantifiable data
to ensure QA practices are enforced

Reporting describing the report layouts and outputs that will be
generated from QA activities

A defined, documented, repeatable, and measurable process to
ensure successful quality management of subcontractor work

Deliverable Format

The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
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high-level diagrams shall utilize Excel and Visio. The deliverable shall be
created using the template for DASH Plans.

2.3. D-003 - Configuration Management Plan

Delivery Provision

Due per approved project schedule no later than the end of the Initiate-
Planning Phase

Each plan is subject to vendor review and update at a minimum one-
year interval or as requested by SCDHHS

Description

The Configuration Management Plan details the artifacts and solution
components that will be placed under configuration management, the
activities that will be performed as part of configuration management,
and the configuration management tools.

Expected Deliverable
Content

The Configuration Management Plan shall contain the following:

e Configuration Management approach and processes explaining
the methodology for identifying and controlling the functional
and physical design characteristics of configurable items
throughout the software development life cycle (SDLC).
Including:

o List of all functional and physical items (configuration items)
included in the scope of configuration management, which
includes hardware, software, and design

o Method and procedure for controlling changes to
configuration items

o Configuration management activities that include a
description of when activities will be performed and
scheduled to support key project dates and milestones

o Method for ensuring that control will be maintained over
design, development, production, installation, and support
configuration items

o Method for ensuring that Vendor inspections demonstrate
acceptability to SCDHHS

o Evidence of a disciplined integrated systems development
approach

e Roles and Responsibilities identifying the organizations that will
participate in configuration management and describing who is
responsible for performing the various activities described in
the plan, the primary activities they will be responsible for, and
the authority they have over the activities

e Systems and Tools describing the environments, infrastructure,
and software tools used to accomplish configuration
management
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e Metrics and Reporting describing how the vendor will collect
measurements and analyze quantifiable data to ensure
configuration management is being enforced as well as defining
reports and outputs stemming from the Configuration
Management activities

Deliverable Format

The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio. The deliverable shall be
created using the template for DASH Plans.

2.4. D-004 - Development Methodology Document

Delivery Provision

Due per approved project schedule no later than the end of the Initiate-
Planning Phase

This document is subject to vendor review and update when the vendor
development methodology changes or as requested by SCDHHS

Description

The Development Methodology Document describes the approach,
tools, and processes used to implement and manage software for the
proposed solution. This document must address the processes and
standards used to plan, validate, execute, and monitor development
activities and define the development infrastructure

Expected Deliverable

The Development Methodology Document must address the following:

Content e Development Approach

o Development Methodology/Lifecycle
o Development, Testing, and Deployment Tools
o Development and Testing Standards
o Code Management
o Code Review Process
o Development Estimation Model
o Development Reports and Metrics

e Development Constraints/Dependencies

e Development Roles and Responsibilities

e Hosting
o Cloud vs. Datacenter
o Dedicated vs. Shared Tenancy

e Software Framework(s)
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Deliverable Format The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio. The deliverable shall be
created using the template for DASH Plans.

2.5. D-005 - Requirements Traceability Matrix (RTM)

Required per Project Release as defined in the approved project
schedule at the following points:

e Requirements Phase complete

e Design Phase complete

e Test Phase complete

Delivery Provision

Description The RTM provides a snapshot of requirement traceability as it is
developed during the Project SDLC. The DASH requirements repository,
DevOps, is the source of truth for project requirements and traceability
to downstream artifacts. Data extracts from DASH shall be used to
generate the RTM.

Refer to DASH RTM Template in the Requirements Management Plan.

E ted Deli bl
xpected ellverable RTM shall include individual tabs for:

Content

e Cover Page with Version History

e Requirement Extract

e Design/Component Extract

e Test Case Extract

e Defect Extract

e Validations for unlinked requirements

e Requirement-driven traceability view

e Design/Component-driven traceability view

e Test case-driven traceability view

e Additional tabs as agreed upon for non-functional requirements

e Reference tab to define public RTM queries
Deliverable Format The deliverable shall be created using MS Office Excel.

2.6. D-006 - Functional Design Specification (FDS)

Delivery Provision Deliverable format must be approved prior to the start of the Design
Phase

Due per approved project schedule no later than the end of the Design
Phase
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Review and update each time the document is impacted during defect
correction, testing, or operations and maintenance

Description

The FDS describes the intended capabilities, appearance, and end-user
interactions of the business solution for an audience of business
stakeholders. The FDS must define how the solution addresses
approved requirements to support downstream SDLC activities.

Expected Deliverable
Content

The Functional Design Specification shall include details of the business
solution, without duplicating content defined in other deliverables. The
FDS shall include:

Business Process Overview

Requirements
o Functional Requirements

o Non-Functional Requirements
Design Constraints/External Dependencies

Scope
o InScope

o Out of Scope
Use Cases and Business Rules

Business Process Model

o Process Workflow

o Information Flow Diagram

o Software Component Diagram (including Ul wireframes/UX)

Security
o Userroles and privileges
o Field-level security

Component Traceability

o Mapping to solution components to support lifecycle
management and Federal Certification

Supporting Documentation (pointers to prevent duplication)

o Interface Control Document — interface transaction details

o Data Analytics Specification — data reporting for
downstream business entities

o Technical Design Specification — technical implementation
details

Deliverable Format

The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio.

V.15.0
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2.7. D-007 - Technical Design Specification (TDS)

Delivery Provision Deliverable format must be approved prior to the start of the Design
Phase

Due per approved project schedule no later than the end of the Design
Phase

Review and update each time the document is impacted during defect
correction, testing, or operations and maintenance

Description The Technical Design Specification describes the solution architecture
that will implement the functional design for an audience of technical
resources.

Expected Deliverable The Technical Design Specification shall include details of the solution
Content architecture, without duplicating content defined in other deliverables.
The TDS shall include:

e Technical requirements not addressed elsewhere

e Technical Approach
o Technical Assumptions/Dependencies
o InScope

o Out of Scope

e Deployment Model
o Breakdown of implementation phases

o Phased component delivery

e Solution Architecture

o Predefined architecture
e Vendor-controlled Solution Configuration
e User Interface
e Rules Processing Engine
e Reporting Engine
e Document Storage Engine
e Component Diagrams
e Error Feedback

o Customized architecture
e Design Details
e User Experience
e Automated Processes

e Error Feedback

e Security

o Identity and Access Management
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o Data Protection

e Component Traceability
o Mapping to technical and policy documentation to support
lifecycle management and Federal Certification
e Technical References (pointers to prevent duplication)

o Interface Control Document - data format and protocol for
interchange between systems

o Data Analytics Specification - exportable/reportable data

o Disaster Recovery and Business Continuity - physical
topology

o System Administration Document - user-controlled
configuration

o External Application Documentation - affected applications
in the ecosystem

Deliverable Format

The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio.

2.8. D-008 - Interface Control Document

Delivery Provision

Deliverable format must be approved prior to the start of the Design
Phase

Due per approved project schedule no later than the end of Design
Phase

Review and update each time the document is impacted during defect
correction, testing, or operations and maintenance

Description

The Interface Control Document provides a description of the
transactional Interfaces of the solution.

Expected Deliverable
Content

The Interface Control Document shall fully enumerate all public and
private interface definitions related to data interchange for the solution
Preference is given toward real-time Open-APl Compliant interfaces
that conform to a standardized schema, as well as file-driven interfaces
that can be scheduled for daily or monthly interchange as required by
HIPAA compliance e.g., X12 transactions.

For each interface definition, the vendor shall include:

e  Full details of the schema, sequence, format, protocol,
endpoint, and frequency of data exchange

e Detailed descriptions of all elements contained in the interface
definitions, including any field-level constraints and any

V.15.0
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necessary dereferencing information for encoded or
enumerated content

e Descriptions of error stream processing and any out-of-band
notification processes on success or failure

e Definition of authentication and authorization processes, with
references to maintaining credentials in the System
Administration Document

e Details of how each interface protects data in transit

e Concurrency and constraints such as quota or threshold limits
and timeframes for data exchange

e Auditing and compliance conformity and information
accountability

Delivery Provision The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio.

2.9. D-009 - Data Analytics Specification

Delivery Provision Deliverable format must be approved prior to the start of the Design
Phase

Due per approved project schedule no later than the end of the Design
Phase

Review and update each time the document is impacted during defect
correction, testing, or operations and maintenance

Description A Data Analytics Specification document is required when a solution is
required to generate exportable datasets or establish connections to a
data visualization or analytics engine.

Expected Deliverable e Schema definition of the exportable data sets or data sets
Content visible from external connections that can be ingested into
analytics engine

e Reference documentation that includes appropriate
dereferencing information for all internal codes or
enumerations

e Details of the external connection configuration or process
required to generate exportable datasets

Deliverable Format The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio.
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2.10. D-010 — Release Management Plan

Delivery Provision

Due per approved project schedule no later than the end of the Design
Phase

Each plan is subject to vendor review and update at a minimum one-
year interval or as requested by SCDHHS

Description

The Release Management Plan outlines the release cadence and overall
internal lifecycle of application development within the target
project/product. The plan shall establish a common vocabulary of
release management terms between the vendor and SCDHHS.

Expected Deliverable
Content

The Release Management Plan outlines the general code management
strategies and tools that the vendor uses for release management, as
well as an outline of the release template that includes manual and
automated activities, i.e., a release management checklist.

The plan includes metrics that will be reported throughout the project
release lifecycle, including:

e Success criteria — what constitutes a successful release?

e Usage of build and test environments, including CI/CD and the
interrelated assets and service components — have all
components been verified for compatibility and integrity?

e Internal traceability to components and defects — which
components are deployed in this release, and what defects are
being addressed?

e Governance compliance — does the current release meet
security and other non-functional requirements, including
deployment windows and rollback contingency?

Finally, it provides reference to the release notes distribution model for
both historical and future implementations in at least one of the
following forms, or an equivalent distribution model:

e Links to publicly accessible web pages

e Privately accessible web pages with instructions on obtaining
credentials to access content

e Distribution e-mail subscription

e Newsfeed (ATOM, RSS) subscription links

Deliverable Format

The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio. The deliverable shall be
created using the template for DASH Plans.
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2.11.

D-011 - Deployment Plan

Delivery Provision

Due per approved project schedule

Each plan is subject to vendor review and update at a minimum one-
year interval or as requested by SCDHHS

Description

The Deployment Plan describes the vendor’s approach and processes
required to install, deploy, and transition the solution to Production.
The Plan will encompass all aspects of deployment including the
activities required to communicate with and support stakeholders,
support SCDHHS in successfully preparing the deployment, deploy the
solution, and support users at the time the applications are deployed so
that there is the least amount of disruption to daily operations. The
deliverable will contain a detailed plan for all deployment steps,
procedures, data preparation, hardware and software installations,
transition to operations, and a detailed sequence of events necessary
to implement the solution.

Expected Deliverable
Content

The Deployment Plan shall describe the following:

e The approach, processes, and required activities to execute the
installation, deployment, and transition to Production of the
solution

e Pre-Cutover activities encompassing the coordination of all
testing, validation, data conversion, creation of install and
configuration scripts, outreach, and training activities

e Contingency/rollback plans

e Readiness assessments and readiness checklists outlining the
process for verification of results, signoffs, and validations
necessary to approve the deployment including Go/No-Go
Criteria to ensure a successful deployment

e Post cutover activities encompassing incident
management/help desk, deployment support (e.g., command
center, war room), onsite support, system operations, system
performance monitoring, and data cleanup

e Communication/Outreach activities and coordination with all
stakeholders to ensure engagement during deployment

e Detailed deployment schedule including Task Description, Start
Date/Time, End Date/Time, Estimated Work and Duration,
Responsible Person, Dependencies, and Milestones

e Roles and Responsibilities identifying the resources and their
responsibilities to support deployment

e Systems and tools describing the applications, repositories, and
tools that will be used on the project to support deployment
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e  Metrics defining the measures used to confirm deployment
goals are being met

e Deployment Report detailing the results of the deployment
including completed tasks, detailed results, verification of
deployment requirements, description of lessons learned,
tracking and reporting procedures for each phase of the
deployment, and post deployment follow-up items

Deliverable Format

The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio. The deliverable shall be
created using the template for DASH Plans.

2.12. D-012 - System Administration Document

Delivery Provision

Due per approved project schedule with draft document available prior
to UAT training and Final revisions prior to deployment training

Review and update each time the document is impacted during defect
correction, testing, or operations and maintenance

Description

The System Administration Document provides technical administration
and support details about the Solution for an audience of system
administrators and operations support staff.

Expected Deliverable
Content

The System Administration Document shall document the steps
required to perform all agency-driven technical administrative tasks,
including:

e User provisioning and privilege management
e License management

e Admin-controlled system configuration

e Update and maintenance processes

o Auditing

e Troubleshooting

e Communication with support channels

Deliverable Format

The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio. The deliverable shall be
created using the template for DASH Plans.
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2.13. D-013 - User Manual

Delivery Provision Deliverable format must be approved prior to submission of deliverable

Due per approved project schedule with draft manual available prior to
UAT training and Final revisions prior to deployment training

Review and update each time the document is impacted during defect
correction, testing, or operations and maintenance

Description The User Manual explains the functionality of the Solution in language
that can be understood by a non-technical user of the software.

Expected Deliverable The User Manual will include:

Content . . . .
e Functionality supported by the Solution, such as, accessing the

functions, security features, and detailed explanations of the
screens and functions

e Table of Contents, Glossary of Terms, Warning Messages, and
Error Messages

e Description of User Roles and the functionality assigned to each
role so that a user can clearly identify what their role is in the
Solution

Deliverable Format The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio.

2.14. D-014 - System Integration Test Plan

Delivery Provision Minimum of one submission prior to the start of Test Phase as defined
in approved project schedule

Multiple submission(s) may be required for additional project
phases/releases as defined in approved project schedule

Description The System Integration Test (SIT) Plan provides a comprehensive
description of Vendor testing approach, process, tools, resources, and
outputs.

Refer to DASH Master Test Plan for additional details.

Expected Deliverable Content must include:

Content .
e Test Overview

e Test Approach
o Test Planning
o Test Estimation Model

o Test Cycles
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Test Scenario Definition
Test Case Development
Test Case Review
Traceability

O O O O O

Configuration Management

Test Scope

o Components Tested
e High Priority Components
e Components that Must be Tested Together
e Interfaces/Third Party

o Items Not Tested

Test Inputs

o Prior test phase defects
o Requirements

o Designs/Use Cases

o

Components

Test Outputs

o Completed SIT Scenarios/Test Cases
o SIT Defects

o SIT Summary Report

o Accessibility Test Summary Report

Test Entrance/Exit Criteria

Test Resources
o TestTeam
e Roles and Responsibilities
o TestTools
o Test Environments
e Environment Maintenance
e Data Volume/Quality
e Batch/Interface Management
o Test Data Management
e Security Protocols
e Data Preparation
e Test Bed Backup/Restore
Test Execution
o Test Case Execution
e Test Case Workflow
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e Pass/Fail Criteria

e Execution Considerations

e Suspension/Resumption

e Risks/Mitigation
o Defect Management

e Defect Resolution

e Defect Retest/Regression
o Communication

e Test Strategy Meeting

e Test Checkpoint Meeting
o Metrics

e Test Pass Rate

e Test Case Status

e Defect Status

o Defect Aging

e Unlinked Test Items

Deliverable Format The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio. The deliverable shall be
created using the template for DASH Plans.

2.15. D-015 - System Integration Test Summary Report

Delivery Provision Minimum of one submission per SIT execution as defined in approved
project schedule

Multiple submission(s) may be required for additional project
phases/releases as defined in approved project schedule

Description The System Integration Test (SIT) Summary Report describes the test
outcome and results of Vendor testing.

Refer to DASH Master Test Plan for additional details.

Expected Deliverable Content must include:

Content .
e Test Overview

e Test Summary

o Test Phase
Execution Timeframe
Test Environment

Manual Test Cases Summary

O O O O

Automation Summary
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o Defect Summary
o Test Coverage Summary

e Test Process Variances
e Items Excluded from Testing

e Test Phase RTM

Deliverable Format

The deliverable shall be created using MS Word. The RTM attachment
shall utilize Excel.

2.16. D-016 — Accessibility Test Summary Report

Delivery Provision

Minimum of one submission per SIT/Accessibility Test execution as
defined in approved project schedule

Multiple submission(s) may be required for additional project
phases/releases as defined in approved project schedule

Description

The Accessibility Test Summary Report describes the test outcome and
results of Vendor Section 508 testing.

Section 508 Accessibility testing is required by federal agencies, and
vendors doing business with federal agencies, to create, buy, and use
Information and Communication Technology (ICT) that is accessible to
people with disabilities.

Accessibility testing is required to ensure that an organization validates
their digital content's compliance or conformance to the Web Content
Accessibility Guidelines (WCAG).

Refer to DASH Master Test Plan for additional details.

Expected Deliverable
Content

Content must include:
e Test Overview

e Test Summary

Test Phase/Cycle

Execution Timeframe

Test Environment

Applicable Standards/Guidelines
Application/Configuration
Accessibility Tools

Test Case/Evaluation Method

e Manual Summary

O 0O O O O O O

e Automation Summary

o Defect Summary

o Test Coverage Summary
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e Test Process Variances
e |tems Excluded from Testing
e Test Phase RTM

e Accessibility Tool-specific Output/Visuals

Deliverable Format

The deliverable shall be created using MS Word. The RTM attachment
shall utilize Excel.

2.17. D-017 - End-to-End Integration Test Plan

Delivery Provision

Minimum of one submission prior to the start of End-to-End (E2E)
Integration Test Phase as defined in approved project schedule

Multiple submission(s) may be required for additional project
phases/releases as defined in approved project schedule

Description

The E2E Integration Test Plan describes the full scope of Vendor
integration testing to demonstrate application readiness for User
Acceptance Test. Scope for E2E testing must include robust testing of
business transactions that span the full breadth and depth of the
solution to exercise all relevant applications, interfaces, user types, and
data conditions.

Refer to DASH Master Test Plan for additional details.

Expected Deliverable
Content

Content must include:
e Test Overview

e Test Approach

Test Planning

Test Estimation Model
Test Cycles

Test Scenario Definition
Test Case Development
Test Case Review
Traceability

O 0O O O O O o o

Configuration Management

e Test Scope
o Components Tested
e High Priority Components
e Components that Must be Tested Together
e Interfaces/Third Party

e Downstream Application Integration
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o Items Not Tested

Test Inputs

o Prior test phase defects

o Requirements

o Designs/Use Cases

o Components

Test Outputs

o Completed E2E Scenarios/Test Cases
o E2E Defects

o E2E Summary Report

Test Entrance/Exit Criteria

Test Resources

O

Test Team

e Roles and Responsibilities
Test Tools

Test Environments

e Environment Maintenance
e Data Volume/Quality

e Batch/Interface Management
Test Data Management

e Security Protocols

e Data Preparation

e Test Bed Backup/Restore

Test Execution

O

Test Case Execution

o Test Case Workflow

e Pass/Fail Criteria

e Execution Considerations
e Suspension/Resumption
e Risks/Mitigation

Defect Management

e Defect Resolution

e Defect Retest/Regression

Communication

e Test Strategy Meeting

e Test Checkpoint Meeting

Metrics

e Test Pass Rate
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Test Case Status
Defect Status

Defect Aging

Unlinked Test Items

Deliverable Format

The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio. The deliverable shall be
created using the template for DASH Plans.

2.18. D-018 — End-to-End Test Summary Report

Delivery Provision

Minimum of one submission at the end of the E2E Test Phase as
defined in approved project schedule

Description

The End-to-End (E2E) Test Summary Report describes the test outcome
and results of Vendor testing.

Refer to DASH Master Test Plan for additional details.

Expected Deliverable
Content

Content must include:
e Test Overview

e Test Summary

Test Phase

Execution Timeframe

Test Environment

Manual Test Cases Summary
Automation Summary
Defect Summary

0 O O O O O O

Test Coverage Summary
e Test Process Variances
e Items Excluded from Testing

e Test Phase RTM

Deliverable Format

The deliverable shall be created using MS Word. The RTM attachment
shall utilize Excel.

2.19. D-019 — Performance Test Plan

Delivery Provision

Minimum of one submission prior to the start of E2E/Performance Test
Phase as defined in approved project schedule
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Multiple submission(s) may be required for additional project
phases/releases as defined in approved project schedule

Description

The Performance Test Plan describes Vendor technical validation
activities to demonstrate adherence to Performance requirements,
targets, and Service Level Agreements (SLAs). Scope for Performance
testing must include Load and Stress testing of critical and high-volume
transactions defined in collaboration with SCDHHS to analyze system

response and behavior.

Refer to DASH Master Test Plan for additional details.

Expected Deliverable
Content

Content must include:

Test Overview

Test Approach

Test Planning

Test Estimation Model
Test Cycles

Test Case Development
Test Case Review

Traceability

o O O O O O O

Configuration Management

Test Scope

o Transactions Tested

o Scalability/Load Factor
o Interfaces/Third Party

Test Inputs

o Prior test phase defects
o Requirements

o Designs/Use Cases

o Components

Test Outputs
o Performance Results
e Benchmarks
e Metrics
e Performance Tool-specific Output/Visuals
e Performance Defects

o Performance Test Summary Report
Test Entrance/Exit Criteria

Test Resources
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o TestTeam
e Roles and Responsibilities
o TestTools
o Test Environments
e Environment Maintenance
e Data Volume/Quality
o Test Data Management
e Security Protocols
e Data Preparation
e Test Bed Backup/Restore

e Test Execution
o Execution Strategy
o Defect Management
e Defect Resolution
e Defect Retest/Regression
o Communication
o Test Strategy Meeting
e Test Checkpoint Meeting
o Metrics
e Test Pass Rate
e Test Case Status
e Defect Status

Deliverable Format The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio. The deliverable shall be
created using the template for DASH Plans.

2.20. D-020 - Performance Test Summary Report

Delivery Provision Minimum of one submission at the end of the E2E/Performance Test
Phase as defined in approved project schedule.

Description The Performance Test Summary Report describes the test outcome and
technical results of Vendor Performance testing.

Refer to DASH Master Test Plan for additional details.

Expected Deliverable Content must include:

Content .
e Test Overview

e Test Summary
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Test Phase/Cycle
Execution Timeframe

Test Environment

o O O O

Test Case Summary
e Test Cases/Transactions

e Scalability/Load Factor

e Performance Test Results
o Benchmarks
o Metrics

o Defect Summary
e Test Process Variances
e Items Excluded from Testing
e Test Phase RTM

e Tool-specific visualizations

Deliverable Format The deliverable shall be created using MS Word. The RTM attachment
shall utilize Excel.

2.21. D-021 - User Acceptance Test (UAT) Support Plan

Delivery Provision Minimum of one submission prior to the start of UAT Test Phase as
defined in approved project schedule

Multiple submission(s) may be required for additional project
phases/releases as defined in approved project schedule

Description The UAT Support Plan provides a comprehensive description of Vendor
activities to support User Acceptance Test preparation and execution
by SCDHHS.

Refer to DASH Master Test Plan for additional details.

Expected Deliverable Content must include:

Content e UAT Support Overview

e Test Preparation Support
o Tester Training
o Support for Interface/Third Party Testing
o UAT Test Environments
e Environment Maintenance
e Data Volume/Quality

e Batch/Interface Management

o UAT Test Data Management
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e Configuration Management
e Security Protocols

e Data Preparation
e Reference Data
e Converted/Transactional Data
e Test Files
e Test Credentials
e Test Data Output Locations

o Test Bed Backup/Restore

e Test Execution Support

o Test Resources

e TestTeam

e Roles and Responsibilities
o Defect Management

e Defect Triage

e Defect Resolution

e Defect Retest/Regression
o Communication

e Test Strategy Meeting

o Test Checkpoint Meeting

e Test Entrance/Exit Criteria

Deliverable Format

The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio. The deliverable shall be
created using the template for DASH Plans.

2.22. D-022 - Operations and Maintenance (O&M) Plan

Delivery Provision

Due per approved project schedule

Each plan is subject to vendor review and update at a minimum one-
year interval or as requested by SCDHHS

Description

The Operations and Maintenance Plan defines the roles and
responsibilities of each party involved in the support of the solution and
defines the transition to Operations and Maintenance for solution
support.

Expected Deliverable Content:
Content
e Organization Chart of the Vendor Support Team
e Organization Chart of SCDHHS Support Team
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O&M communications process and matrix

Description of each support function, resource, and role
mapped to each support team and Help Desk

Staffing levels for each function for O& M
Support transition and activities to begin O&M
Description of the Vendor support knowledge base

Description of the on-going training needs for Vendor and
SCDHHS support staff

System administration/availability
Configuration management
Release management

Capacity management

Change management

Service level management
Incident Management

O&M Status reporting

Accomplishments during the reporting period

Problems encountered and proposed/actual resolutions
Work to be accomplished during the next reporting period
Issues and risks to be addressed, including contractual
Status of changes/incidents and releases

Availability reporting

o 0 O O O O O

Metrics on ticket status and aging and other statistics as
requested by SCDHHS

Deliverable Format

The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio. The deliverable shall be
created using the template for DASH Plans.

2.23. D-023 - Help Desk Plan

Delivery Provision

Due per approved project schedule

Each plan is subject to vendor review and update at a minimum one-
year interval or as requested by SCDHHS

Description

This Help Desk Plan describes how all help desk related activities are
executed, monitored, measured, and controlled. This plan also

V.15.0

Page 25



Consolidated Deliverables Management List (CDML)

Healthy Connections >.

describes the processes for ensuring adherence to Help Desk
requirements.

Expected Deliverable
Content

The Help Desk Plan includes the following:

e Description and definition of Help Desk Support, including
definitions for Tier 1, Tier 2, and Tier 3 level of support

e Expected hours of support
e Expected response times
e Flow chart of the entire Help Desk process

e Explanation of how the role of the Help Desk progresses
through project phases from user acceptance testing through
deployment to operations and maintenance

e Help Desk and incident tracking software and tools

e Help Desk procedures for problem response, resolution
processes, and escalation processes

e Help Desk Roles and Responsibilities

e The mechanisms for receiving service requests; and
expectations for tracking and status reporting

e Help desk performance analysis report template(s) and
process(es)

Deliverable Format

The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio. The deliverable shall be
created using the template for DASH Plans.

2.24. D-024 - Data Co

nversion Plan

Delivery Provision

Due per approved project schedule no later than the end of the Design
Phase

This plan, and other conversion deliverables, are not required when
project has no data identified requiring conversion

Each plan is subject to vendor review and update as requested by
SCDHHS

Description

The conversion plan deliverable describes the processes and
procedures, tools, roles and responsibilities, testing, reporting and
quality and metrics necessary for a successful cutover to the new
system.

Expected Deliverable
Content

Conversion Roles and Responsibilities
Conversion Tools and Environments
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e Description of tools/software
o Vendor is expected to use DevOps for Conversion Defects

o Vendors may submit an alternative tool for consideration
e Description of conversion environment
Conversion Processes and Procedures
e Conversion Strategy

e Managing Conversion changes (Change control/Release
Management)

e Managing conversion requirements/conversion rules (i.e., 1-to-
1 mapping, default, translation/crosswalk (cleanup by rule),
complex rules.

e Conversion extracts (security, repository, lifecycle)

e Conversion Software/Scripts
o Repository
o List of Scripts with purpose of each script
o Execution Instructions including special conditions and
sequencing
e Conversion Testing/Data Validation
o Unit Test
Conversion System Test
Conversion SCDHHS Validation
Mock Conversions

O O O O

Vendor Deployment Smoke Test

e Data Cleanup/Readiness Reporting
o Reporting method
o Repository
o Monitoring
o Types of Cleanup/Readiness Reports

e Quality Standards and Metrics
o Quality (Accuracy/Completeness/Performance)
o Metrics (acceptable error rates)

Conversion Configuration Management Process
Conversion Backup and Restore Processes
Conversion Recovery/Backout Processes

Conversion Status Reporting

Conversion Deployment Support
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e Production Cutover Task List and Schedule

Post Deployment Conversion Support

e Post-Conversion Data Correction Processes

e Template for Data Conversion mapping rules Reports
e Template for Data Conversion Test Results Reports

e Template for Final Data Conversion Report

Deliverable Format The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio. The deliverable shall be
created using the template for DASH Plans.

2.25. D-025 - Data Conversion Mapping Rules

Delivery Provision Due per approved project schedule

Review and update each time the document is impacted during defect
correction, testing, or operations and maintenance

Description The data conversion mapping deliverable defines the expectations for
data mapping rules and related reporting

Expected Deliverable Document source/target metadata (data dictionary)
Content

e Source tables — identify files/tables and fields/columns for
“from”
e Target tables — identify files/tables and fields/columns for “to”
Create rules for source to target mapping
e Default rules (set all values to 0)
e 1to 1 mappingrules (move value “as is”)

e Translation rules (use a table to convert 1 to Male)

e Cleanup by rule (Verify data against table and set invalid values
to blank)

e Complex rules (when source field 1 is blank and source field 2 is
‘Y or ‘2’ set target field to ‘A’)

Mapping related reporting
e Source files/fields not mapped
e Target file/fields not mapped

e Unapproved rules report

e Rules report by source file/field or target file/field
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e Other systems impacted with impact assessment (what other
downstream systems need to be notified of file or data
changes)

SCDHHS will provide input and review the Vendor provided Data
Mapping Rules for approval.

Deliverable Format The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio.

Format as approved in D-024 — Data Conversion Plan

2.26. D-026 — Data Conversion Validation Scripts and Test Results Report

Delivery Provision Due per approved project schedule no later than the end of End-to-End
Integration Testing

Description The data conversion validation scripts and test results report
deliverable provide both an executive summary and detailed
documented output of the execution of every validation test for data
conversion. For every test script, actual test results will be documented,
including any necessary re-testing.

Expected Deliverable Scripts

Content e List of scripts with description/purpose and expected result
Reports
e Traceability matrix showing that all conversion rules trace to a
test script(s)

o Defects created for all validation failures

e Report extracts of unresolved conversion defects

e Summary results of tested scripts

e Detailed results of the executed test scripts showing test results
Deliverable Format The deliverable shall be created using MS Office products, with

documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio. Vendor can also
propose other formats to be approved by SCDHHS.

Format as approved in D-024 — Data Conversion Plan

2.27. D-027 - Final Data Conversion Report

Delivery Provision Due per the approved project schedule
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Description The Final Data Conversion Reports identifies the various types of
reporting expected with the execution of the conversion for
Deployment

Expected Deliverable Provide all reports from final execution as defined in conversion plan
Content

Reports

e Testing Validation Reports

e Quality Reports and Metrics

e Data Mapping Reports

e Readiness Reports

e Conversion Data Cleanup Reports (for post-conversion cleanup)

e Report extract showing all conversion defects with
documentation for defect resolution (e.g., correction/retest,
acceptance, post-conversion cleanup, etc.)

Deliverable Format The deliverable shall be created using MS Office products, with

documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio.

Format as approved in D-024 — Data Conversion Plan

2.28. D-028 — Vendor Training Plan

Delivery Provision Due per approved project schedule

Each plan is subject to vendor review and update at a minimum one-
year interval or as requested by SCDHHS

Description The Vendor Training Plan identifies the training approach, methods,
materials development, delivery, tools, metrics, reporting, roles, and
customizations to conform to the DASH Training Plan.

Expected Deliverable The Vendor Training Plan shall describe:

Content e Purpose and scope of the training effort

e Types of training to be delivered, including:
o Technical training for system administrators
o Systems training for User Acceptance Test (UAT)
participants
o Train-the-Trainer (TTT) sessions for vendor trainers
o Role-based system training for end-users

e A description of training sessions by type of training and the
different groups to be trained in each type of training,
including:
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Goals for training sessions
User Profiles of trainees to be trained

Prerequisites for trainees

O O O O

Business functions and processes covered in each training
session

o Hours needed for each training session

e Delivery mechanism for each type of training (e.g., webinar, in-
person, train-the-trainer, electronic documentation)

e Staffing, including roles and responsibilities to develop and
deliver the training

e Training activities, tasks, and materials including the timing of
the training material development and training delivery

e Training planning and preparation, including training locations,
materials, tools, documentation, scheduling, pre-requisites,
staffing, and other key training elements

e Hardware, software, data, facilities, and materials needed to
support the training effort

e Training feedback mechanism and training evaluation methods

Deliverable Format

The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio. The deliverable shall be
created using the template for DASH Plans.

2.29. D-029 - Training

Materials

Delivery Provision

Deliverable format must be approved prior to submission of deliverable

Due per approved project schedule with draft materials available prior
to UAT training and Final revisions prior to deployment training

Review and update each time the document is impacted during defect
correction, testing, or operations and maintenance

Description

Develop Training Materials for approval by SCDHHS prior to delivering
the training. Training Materials will be role-based and targeted to the
identified types of users. Training Materials will be approved by
SCDHHS and provided during training sessions.

Expected Deliverable
Content

Training material will cover:

e  Functionality supported by the Solution, to include but not
limited to, accessing the functions, security features, and
detailed explanations of the screens and functions

e Training Materials may include presentations, job aids, cheat
sheets, quick reference guides, and a high-level function
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summary sheet that will be given to each trainee to facilitate

knowledge transfer

Deliverable Format

The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and

high-level diagrams shall utilize Excel and Visio.

2.30. D-030 - Training Delivery

Delivery Provision

Due per approved project schedule

Description

Delivery based on roles to trainees in advance of UAT and Deployment.

Expected Deliverable
Content

Training Delivery will include:

e Execution of the approved Vendor Training Plan

e Conducting training sessions using the SCDHHS approved

Training Materials

e Assisting SCDHHS in ensuring that training feedback surveys are

made available to training attendees

Deliverable Format

Not applicable

2.31. D-031-Turnover Plan

Delivery Provision Due within twenty (20) State business days after notification by
SCDHHS of pending transition
Description The Turnover Plan documents the steps that would need to be followed
when the Contract expires or is terminated. This allows for an orderly
transition of Vendor activities to another Vendor or to SCDHHS staff.
Expected Deliverable Describe the activities that will be performed to ensure that required
Content system and operational knowledge is transferred to the new Vendor.
The following transitional considerations shall be addressed:
e Scope of transition
e Inventory of all pertinent systems, including:
o Data
o Documentation
o Physical resources
o Work in progress
o Service Level Agreements
e Handoff/transfer activities
o Personnel, roles, and responsibilities
o Vendor transition timeline
o Training and communication
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e Rollback or contingency plans

Deliverable Format The deliverable shall be created using MS Office products, with
documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio. The deliverable shall be
created using the template for DASH Plans.

2.32. D-032 - Vendor Federal Certification Plan

Delivery Provision Due per approved project schedule no later than the end of the Initiate-
Planning Phase

Description The Vendor Federal Certification Plan identifies the processes that the
Vendor will utilize to coordinate preparation and management of
certification related activities to support a successful Federal
certification

Expected Deliverable The Vendor Federal Certification Plan will include:

Content e OQOverall Certification support approach
o Streamlined Modular Certification (SMC)
e Strategy
o Communication
o SMC Outcome Evidence
o SMC Outcome Metrics
o Conditions for Enhanced Funding (CEF)
e High Level Timeline of Milestone Reviews
o Operational Readiness Review (ORR)
o Certification Review (CR)
e Vendor Certification Roles and Responsibilities
Deliverable Format The deliverable shall be created using MS Office products, with

documents utilizing MS Word. Embedded tables, process flows, and
high-level diagrams shall utilize Excel and Visio. The deliverable shall be
created using the template for DASH Plans.
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3. Office of Cybersecurity (OCS) Deliverables

The following deliverables are

required by and shall be delivered directly to OCS. Any questions about

the format or content of these deliverables shall be directed to OCS.

3.1. D-033 - System Security and Privacy Plan (SSPP)

Delivery Provision

Due per approved project schedule, but not less than 100 days before
the application enters production (defined as approval of User
Acceptance Test (UAT)).*

Updated every 365 days and whenever significant changes to the
system that affect security.

Delivered directly to the Office of Cybersecurity (OCS).

Description

The SSPP documents the description of managerial, technical, and
operational security controls.

Expected Deliverable
Content

* If production data (including PHI/P11/SSA) is used for UAT, this date
will be moved to 100 days prior to use of any production data.

Vendor must use an SCDHHS OCS SSPP template, complete using
SCDHHS approved formatting and governance to document system
security and operating controls to ensure that the design and
implementation of the services delivered contain such controls,
processes and procedures that meet or exceed federal, state and
agency standards and guidance, whereas the most stringent will be
used for compliance measurement. Information about the use of a
template or GRC solution by the vendor will be provided to OCS prior to
start of work for this deliverable.

Vendor must provide to OCS any new, updated, or removed
Memorandums of Understanding/Memorandums of Agreement,
Letters of Intent, Computer Matching Agreements, or similar
Agreements that specifically describe the PHI/PII covered and
specifically enumerate the purposes for which the PHI/PIl may be used
by Third parties.

Deliverable Format

Tools and/or templates as identified by OCS.

3.2. D-034-Informa

tion Security Risk Assessment (ISRA)

Delivery Provision

Due per approved project schedule, but not less than 100 days before
the application enters production (defined as approval of User
Acceptance Test (UAT)).

Updated every 365 days.

Delivered directly to the Office of Cybersecurity (OCS).
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Description

The ISRA contains a list of threats and vulnerabilities, an evaluation of
current security controls, their resulting risk levels, and any
recommended safeguards to reduce risk exposure.

Expected Deliverable
Content

* If production data is used for UAT, this date will move to be 100 days
prior to use of any production data.

Vendor must use an ISRA template, completed using SCDHHS approved
formatting and governance to show the system risks in the context of
Acceptable Risk Controls for Affordable Care Act (ACA), Medicaid, and
Partner Entities (ARC-AMPE) control RA-3 or the most recent CMS
security framework for state Authorizing Entity’s use, whichever is
more recent.

Information about the use of a template by the vendor will be provided
to OCS prior to start of work for this deliverable.

Deliverable Format

Tools and/or templates as identified by OCS.

3.3. D-035 - Privacy Impact Assessment (PIA)

Delivery Provision

Due per approved project schedule, but not less than 100 days before
the application enters production (defined as approval of User
Acceptance Test (UAT)).*

Updated every 365 days.
Delivered directly to the Office of Cybersecurity (OCS).

Description

The intent of the Privacy Impact Assessment (PIA) is to ensure the
Vendor is assessing compliance with applicable legal, regulatory, and
policy requirements and accounting for the Agency required privacy
program and information systems that collect, use, disclose, and/or
retain Personally Identifiable Information (PIl).

Expected Deliverable
Content

*If production data is used for UAT, this date will move to be 100 days
prior to use of any production data.

Vendor must use a SCDHHS approved PIA template to submit the PIA.
Information about the use of a template by the vendor will be provided
from OCS prior to start of work for this deliverable.

Deliverable Format

Templates as identified by OCS and/or Privacy Office.

3.4. D-036 - Disaster Recovery and Business Continuity (DR/BC) Plan

Delivery Provision

Due per approved project schedule, but not less than 100 days before
the application enters production (defined as approval of User
Acceptance Test (UAT)).*
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Updated every 365 days.
Delivered directly to the Office of Cybersecurity (OCS).

Description Vendor must provide to OCS a detailed Disaster Recovery and Business
Continuity (DR/BC) Plan designed to minimize any potential disruption
to operations. This plan must be approved by SCDHHS prior to
deployment and is to be modified with approval as circumstances
warrant.

Expected Deliverable * |If production data is used for UAT, this date will move to be 100 days
Content prior to use of any production data.

This plan must:

e Be tested periodically, at schedules agreed upon by the Vendor
and SCDHHS, with a written report to SCDHHS. It will be the
Vendor’s sole responsibility to maintain adequate back-up to
ensure continuous operations.

¢ Include procedures for accessing necessary electronic
Protected Health Information (ePHI) in the event of an
emergency; continue protection of ePHI during emergency
operations.

e Contain all necessary documentation e.g., process flows,
technical diagrams, functional design documents, etc.

The Vendor must:

e Support a Recovery Time Objective (RTO) and Recovery Point
Objective (RPO) that are consistent with SCDHHS requirements.

¢ Propose a schedule for testing the Disaster Recovery Plan
before and after deployment and included in the project
schedule.

¢ Have geographically diverse operations to minimize impact in
the event of a disaster.

e Provide a plan to return operational status to normal in the
event of a disaster.

¢ Describe recovery processes, including requirements for
communication plans and redundant or stand-by hardware,
software, and staffing.

¢ Describe provisions to support interim manual operations
during recovery.

SCDHHS welcomes the Vendor to propose Disaster Recovery/Business
Continuity as a Service where the Vendor’s solution can be integrated
with other SCDHHS DR/BC requirements, systems, and teams.

Deliverable Format The DR/BC plan can be in any format where a standard Windows Office

suite can read the file(s).
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3.5. D-037 — System Design Document

Delivery Provision Due concurrently with the System Security and Privacy Plan (SSPP)
deliverable.

This document is to be reviewed, updated, and delivered every 365
days and as changes occur to the environment.

Delivered directly to the Office of Cybersecurity (OCS).

Description Delivery based on roles to trainees in advance of UAT and Deployment.

Expected Deliverable Vendor must provide the information system, system component, or
Content information system service to provide design and implementation
information for the security controls to be employed, which shall
include:

e Security-relevant external system interfaces at sufficient detail
to understand the existence, purpose, and use of all such
interfaces,

e Source code and hardware schematics; and

e High-level design documentation at sufficient detail to prove
the security control implementation,

e This document is to be reviewed, updated, and delivered every
365 days.

Deliverable Format The SDD can be in any format where a standard Windows Office suite
can read the file(s).

3.6. D-038 - Audit/Assessment/Testing Results and Plan of Action & Milestones

Delivery Provision Within 30 calendar days of the completion of the final reports/results.
Delivered directly to the Office of Cybersecurity (OCS).

Description Results of Information Security (IS) internal/external audits/review,
assessment, and test. Any Plans of Action & Milestones (POA&Ms) that
are created as a finding or observation must be included.

Expected Deliverable | Vendor must provide the results of Information Security (IS)

Content internal/external audits/review, assessment, and test within 30
calendar days of the completion of the final reports/results and include
any resulting POA&M:s.

Deliverable Format Results can be in any format where a standard Windows Office suite
can read the file(s).

V.15.0 Page 37



	1. Introduction
	2. Project Deliverables
	2.1. D-001 – Vendor Staff Management Plan
	2.2. D-002 – Quality Assurance Management Plan
	2.3. D-003 – Configuration Management Plan
	2.4. D-004 – Development Methodology Document
	2.5. D-005 – Requirements Traceability Matrix (RTM)
	2.6. D-006 – Functional Design Specification (FDS)
	2.7. D-007 – Technical Design Specification (TDS)
	2.8. D-008 – Interface Control Document
	2.9. D-009 – Data Analytics Specification
	2.10. D-010 – Release Management Plan
	2.11. D-011 – Deployment Plan
	2.12. D-012 – System Administration Document
	2.13. D-013 – User Manual
	2.14. D-014 – System Integration Test Plan
	2.15. D-015 – System Integration Test Summary Report
	2.16. D-016 – Accessibility Test Summary Report
	2.17. D-017 – End-to-End Integration Test Plan
	2.18. D-018 – End-to-End Test Summary Report
	2.19. D-019 – Performance Test Plan
	2.20. D-020 – Performance Test Summary Report
	2.21. D-021 – User Acceptance Test (UAT) Support Plan
	2.22. D-022 – Operations and Maintenance (O&M) Plan
	2.23. D-023 – Help Desk Plan
	2.24. D-024 – Data Conversion Plan
	2.25. D-025 – Data Conversion Mapping Rules
	2.26. D-026 – Data Conversion Validation Scripts and Test Results Report
	2.27. D-027 – Final Data Conversion Report
	2.28. D-028 – Vendor Training Plan
	2.29. D-029 – Training Materials
	2.30. D-030 – Training Delivery
	2.31. D-031 – Turnover Plan
	2.32. D-032 – Vendor Federal Certification Plan

	3. Office of Cybersecurity (OCS) Deliverables
	3.1. D-033 – System Security and Privacy Plan (SSPP)
	3.2. D-034 – Information Security Risk Assessment (ISRA)
	3.3. D-035 – Privacy Impact Assessment (PIA)
	3.4. D-036 – Disaster Recovery and Business Continuity (DR/BC) Plan
	3.5. D-037 – System Design Document
	3.6. D-038 – Audit/Assessment/Testing Results and Plan of Action & Milestones


